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Abstract 
  This paper proposes the multimodal biometrics system for identity verification of human being in a very 

efficient manner by using various traits such as, face, fingerprint, iris, voice and signature. Biometrics based personal 

identification is regarded as an effective method for automatically recognizing, with a high confidence a person’s 

identity. The proposed system is designed for applications where the training database contains face, fingerprint, iris, 

voice and signature for each individual. The final decision is made by fusion of all the biometric traits, on “matching 

score level architecture” in which feature vectors are created independently for query images and are then compared 

to the enrollment templates which are stored during database preparation for each biometric trait. Based on the 

proximity of feature vector and template, each subsystem computes its own matching score. These individual scores 

are finally combined into a total score, which is passed to the decision module i.e. it should be large enough to pass 

the threshold value. Multimodal system is developed through fusion of face, fingerprint, iris, and voice and signature 

recognition.  
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Introduction 
BIOMETRIC is a Greek composite word 

stemming from the synthesis of bio and metric, 

meaning life measurement. In this context, the science 

of biometrics is concerned with the accurate 

measurement of unique biological characteristics of an 

individual in order to securely identify them to a 

computer or other electronic system. Biological 

characteristics measured usually include fingerprints, 

v o i c e  p a t t e r n s ,  r e t i n a l  a n d 

scans, Face patterns, and even the Chemical 

composition of an individual's DNA [1] 

Establishing the identity of a human being is becoming 

critical task in our vastly interconnected society and in 

a large space of data. The Questions may arise like “Is 

he/ she really who he/ she claims to be?”, “Is this 

person authorized to use this facility?” or Is he or she 

in the watch list posted by the government?” are 

routinely being posed in a variety of scenarios ranging 

from issuing a driver’s licenses to gaining entry into a 

country. The need for reliable user authentication 

techniques has increased in the wake of heightened 

concerns about security and rapid advancements in 

networking, communication and mobility. Biometrics, 

described as the science of recognizing an individual 

based on her physiological or behavioral traits, is 

beginning to gain acceptance as a legitimate method 

for determining an individual’s identity. Biometric 

systems have now been deployed in various 

commercial, civilian and forensic applications as a 

means of establishing identity. These systems rely on 

the evidence of finger prints, Face, iris, finger, 

signature, voice, etc. to either validate or determine an 

identity. 

 

Why multimodal biometric system? 

Biometric systems make use of the 

physiological or behavioral traits 

of individuals, for recognition. These traits includes 

fingerprints, hand-geometry, face, voice, iris, 

retina, face, voice, iris, retina, gait, and 

signature, palm-print, ear, etc. Biometric systems that 

use a single trait for recognition (i.e. unimodal 

biometric systems) are often affected by several 

practical problems like noisy sensor data, non-

universality or lack of distinctiveness of the biometric 
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trait, unacceptable error rates, and spoof attacks. 

Multimodal biometric systems overcome some of 

these problems by consolidating the evidence obtained 

from different sources. These sources may be extract 

from multiple sensors for the same biometric (e.g. 

optical and solid state fingerprint sensors), multiple 

instances of the same biometric (e.g. fingerprints from 

different fingers of a person), multiple snapshots of the 

same biometric (e.g. four impressions of a user’s right  

index finger), multiple representations and matching 

algorithms for the same biometric (e.g., multiple face 

matchers like PCA and LDA) or multiple biometric 

traits (e.g., face and fingerprint).[2] 

A Unimodal Biometric System is usually 

more cost efficient than a multimodal biometric 

system.  However, it may not always be applicable in 

a given domain because of the limitations and 

problems like skin   dryness, disease, data quality, 

pressure, dirt, oil, etc. Implementing an authentication 

based on weighted multimodal system gives not only 

high efficiency and performance but also allows the 

administrator to adjust ratio of weight as required.[3] 

Generally feature matching or projecting input on 

template generates a score which may be 

nonhomogeneous. So in that case to fuse two or more 

traits, score level normalization (numerical scaling) is 

performed to overcome the limitation of 

incompatibility of scores. Whereas in our system; the 

input is continuously projected on the template  to 

record % (percentage) of accuracy or confidence based 

on the least    distance (Euclidean Distance) 

measurement in finding neighbors (specifically in case 

of face verification). We record a   hundred values;    

and, in a divide and conquer fashion, mean accuracy 

scores are stored. These    scores are then multiplied 

with a floating point number ‘n’ typically less than 1, 

which are then added with the multiplication of 

another biometric score and ‘1-n’.  

A single modal biometric system has many 

limitations due to sensitivity to noise, pressure, 

dryness, data quality, oil, dirt, etc. and moreover it 

results in relatively high False Acceptance Rate. A 

robust and efficient biometric     authentication system 

should have high genuine acceptance rate and a low 

false acceptance rate. Multimodal      biometric 

systems are those which utilize, or which have 

capability of utilizing, more than one physiological or 

behavioral characteristic for enrollment, verification, 

or identification. [4] 

 

 

 

 

 

Multistage approach for verification 
A Simple multi biometric system has five main 

modules: 

1. Sensor Module 

2. Feature Extraction Module 

3. Matching Module 

4. Decision Module 

5. System Database Module 

 

The sensor module is responsible for acquiring 

biometric data from the Individual biometric 

machines. The feature extraction module processes 

the acquired data and extracts a set of salient 

discriminatory features to represent the underlying 

trait. The matching module compares extracted  

features against the stored to generate match scores. 

The decision module uses the match scores to either 

validate a claimed identity or determines the user’s 

identity. The system database module acts as the 

repository of biometric information. 

 

 
   Model of Multi Biometric System 

Fusion Strategy:  

Prior to combining the scores of different 

traits into single score we need to normalize the scores 

of different traits because the match scores at the 

output of the individual trait may not be homogenous. 

One trait may output a dissimilarity score while 

another may output a similarity score. Furthermore, 

the outputs of the individual traits need not be on the 

same numerical range. Again the match scores at the 

output of different traits may follow different 

statistical distribution. Because of these reasons, 

Normalization of the scores is necessary to transform 

the scores of each trait into a common domain before 

combining them. 
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Normalization Techniques: 

Min-Max Method:  

In this technique, we shift the minimum and maximum 

bounds of the scores produced by a particular trait to 0 

and 1, respectively. However, if the matching score of 

a particular trait is not bounded, we can estimate the 

minimum and maximum value from the starting set of 

match scores of that trait. Let X and Y denote the 

matching score before and after normalization, 

respectively. The Min-Max technique compute Y as: 

 

𝑦 =
𝑥 −min(𝑆𝑥)

max(𝑆𝑥) − min(𝑆𝑥)
 

 
Where Sx is the set of all possible matching scores 

generated by a particular trait. Min-Max normalization 

retains the original distribution of scores and 

transforms all the scores into a common range [0, 1].if 

the score of a particular trait is the dissimilarity score 

then that can be transformed into similarity score by 

subtracting the normalized score from 1. [6] 

 

Used Fusion Technique: 

The fusion technique used in the experiment 

is based on the different weights assignment to each 

biometric trait. These different weights are assigned 

on the basis of their Equal Error Rate (EER).for ith 

particular trait, weight Wi is calculated as: [7] 

 

𝑊𝑖 =
1/𝐸𝐸𝑅𝑖

∑ 1/𝐸𝐸𝑅𝑗𝑛
𝑗=1

 

Where EERj is the equal error rate for jth trait and n 

represents the number of traits participating in fusion. 

Then fused score S computed as: 

𝑆 =∑(𝑊𝑗 × 𝑆𝑗)

𝑛

𝑗=1

 

Where Sj is the match score of jth trait. The range of 

fused score S calculated by this technique is also [0, 1] 

because∑ 𝑊𝑗 = 1𝑛
𝑗=1 . 

 

Operations of a biometric system: 

Depending on the application context, a 

biometric system may operate in the following two 

main modules: 

1. Verification 

2. Identification 

 

Verification:  

In this mode, the system verifies the person’s 

identity by comparing the captured the biometric data 

with his own biometric template stored in the system 

database. In this system, an individual claims an 

identity, usually via biological traits. Verification done 

the digitization of analog data.  

 

Let us suppose that we have, An input query feature 

set X and a claimed identity I, determine if (X,I) 

belongs to T or F , where T indicates that the claim is 

true it means it is genuine user and F indicates that the 

claim is false it means the user is not genuine. 

 

𝑋, 𝐼 ∈  {
𝑇𝑖𝑓𝑓(𝑥, 𝑦) ≥ 𝑇𝐻
𝐹𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

 

 

Where f is the function that measure the similarity 

between x & y and TH is the predefined threshold 

value. The value f(x, y) is a match score between the 

feature vector of the query and the stored template 

corresponding to the identity. 

   

Identification: 

In this module, the system recognizes an 

individual by searching the templates of all the users 

in the database for a match. Therefore, the system 

conducts a one to many comparisons to establish an 

individual’s identity .It fails if the claimant is not 

enrolled in the system database it means it does not 

claim any identity. 

Let us suppose that input query feature set X, 

determine the identity I K, K ∈ {1, 2, 3… N, N+1}, 

where I1, I2…IN are the identities enrolled in the 

system database and IN+1 indicates the reject case .To 

determine the individuals identity the decision rule is 

as following:[8] 

 

𝑋 ∈ {

𝐼𝑚𝑖𝑓𝑀 = 𝑀𝑎𝑥𝑀{𝐹(𝑥, 𝑦𝐼𝑘)

𝑎𝑛𝑑𝐹(𝑥, 𝑦𝐼𝑚) ≥ 𝑇𝐻
𝐼𝑚 + 1𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒



 

 
Where f is the function that measure the similarity 

between x & yik. yik is the biometric template 

corresponding to Identity Ik and TH is the predefined  

Threshold value. The value f(x, yk) is a match score 

between the feature vector of the query and the stored 

template corresponding to the identity. These Process 

of Verification and Identification shown below in 

figure (1) 

 

Performance of biometric system 
A match score is known as genuine score if it 

is a result of matching two samples of biometric trait 

of the same user. It is known as imposter score if it is 

the result of matching two samples of biometric trait 

originating from different users. An imposter score 
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exceeds the predefined threshold result in false accept 

while a genuine score falls below the predefined 

threshold value result in false reject . The False Accept 

Rate (FAR) of a biometric system is the fraction of 

imposter score exceeding the threshold. Similarly the 

False Rejection Rate (FRR) of a biometric system is 

the fraction of imposter score falls below the 

threshold. Regulating the value of threshold changes 

the FRR and FAR values but this not valid for every 

biometric system or it is not possible to decrease both 

errors simultaneously. The Equal Error Rate (EER) 

refers to the point where FAR equals FRR. A lower 

EER value indicates better performance. In case of 

identification, an alternative performance measure 

called identification rate is used to indicate the 

performance of the system. The identification rate 

indicates the proportion of times a previously enrolled 

user is successfully mapped to the correct identity in 

the system. The Rank – K identification rate is the 

proportion of times the correct identity occurs in the 

top K matches as determined by the match score.[9] 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Conclusion 
From the above study we have concluded that 

Biometrics systems are widely used to overcome the 

traditional methods of authentication. But the 

unimodal biometric system fails in case of lack of 

biometric data for particular trait. Thus the individual 

scores of four traits (face, fingerprint, iris and 

signature) are combined at classifier level and trait 

level to develop a multimodal biometric system. The 

performance and accuracy of the multimodal system 

performs better as compared to unimodal biometrics 

with more accuracy.  However, it is worth studying the 

results by assigning different weightage to different 

traits. At present equal weightage is assigned to each 

trait. 
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